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The information contained within this report is confidential property of the University of 
Michigan. Unauthorized access to or disclosure of this report or portions of this report is 

strictly prohibited. 

For questions about the appropriate use or dissemination of this document or information contained 
within it, contact the Office of Information and Infrastructure Assurance at the University of Michigan: 
• Phone: 734-647-5794 
• Email: recon@umich.edu
• Web: http://safecomputing.umich.edu/main/contact.html
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Introduction
This risk treatment plan defines the commitments that the University Library is making in response to the 
risk assessment of HathiTrust that was conducted in November and December of 2011. Specifically, this 
document identifies the security controls that the University Library will adopt in order to reduce risks to 
acceptable levels. It describes who is responsible for implementing the controls and by when. 

Document References and Locations 
This risk treatment plan, along with the original risk assessment questionnaire and corresponding risk 
assessment report can be accessed by authorized personnel and are located in //ulib-
enterprise/Group/Security/RECON risk assessments/2011-12 hathitrust recon ra and penetration 
test/recon ra/ and named as follows: 

Document Filename
RECON Questionnaire RECONv02_10-HathiTrust_questionnaire.xlsx
RECON Risk Assessment Report RECONv02_10-HathiTrust_report.docx 
Risk Treatment Plan (this document) RECONv02_10-HathiTrust_RiskTreatmentPlan.docx 

Copies of each of these documents are also filed with IIA: http://safecomputing.umich.edu

Revision History 
This section summarizes all salient changes to the plan including but not limited to: 

• Deleting a previously approved action item. 
• Adding a new action item. 
• Significantly extending the completion date of an action item beyond the original date. 

Modified risk treatment plans are submitted to IIA via the Unit’s Security Liaison1.

Ver. Date Author Description of the Change in Plan Approved by 
1.0 1/20/2012 Cory Snavely Plan written John Wilkin 
1.1 3/5/2012 Cory Snavely Update (extend) schedules, change action item 2 to 2a, 

and add action item 2b. 
John Wilkin 

    
    
    
    
    

                                                          
1 See https://safecomputing.umich.edu/download/Security%20UL%20List.pdf  for a list of Security Unit 
Liaisons 
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Residual Risk 
The following two charts depict the reduction in risk that will occur if the risk treatment plan outlined 
above is successfully carried out: 

Current Risk Profile (mm/dd/yy): 

Risk Profile after Action Items are completed (mm/dd/yy): 
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Risk Acceptance 
The Office of Information and Infrastructure Assurance (IIA) recommends that no unit accept a Total 
Threat Potential that exceeds a medium level of risk. That being said: 

1. University Library leadership is committed to supporting the risk treatment plan outlined in this 
document and authorizes the allocation of resources necessary to implement the plan on 
schedule. 

2. University Library leadership also accepts the risks that will remain even after the treatment plan 
is successfully completed. 

John Wilkin 
Associate University Librarian, Information Technology 
Executive Director, HathiTrust 
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